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Conep:xkanue

OO01111e MOJI0KEHUS

TexHomornueckre MHCTPYKLIUH

TpeGoBaHus K TPOBEACHUIO MEPOIIPUSTHH 110 AaHTUBUPYCHOM 3aIIUTE
OTBETCTBEHHOCTh

el A
AWWN

1. O6mue moI0KeHus

1.1. llenpto  cO3MaHUSI CHUCTEMBI ~AHTHBHPYCHOW  3aIUTBl  SBISETCA  oOecrieyeHue
3aIUIIEHHOCTH WH(pOpMaIMOHHO-KOMMYHHKaMOHHON cucteMbl (namee MKC) ot Bo3neicTBus
Pa3IMYHOIO poOJia BPEAOHOCHBIX MPOrpaMM U HECAaHKLIMOHMPOBAHHBIX MAacCCOBBIX IOYTOBBIX
pacchUIOK, MPEIOTBPALEHUS WX BHEIPEHHUS B HH(POPMAIIMOHHBIE CUCTEMBI, BBISIBICHUA U
0€30I1aCHOTO yIaJeHUsT M3 CHCTEM B Cllydyae NOMAJaHus, a Takke (QWIBTPAlMU JOCTyMa
MOJIb30BaTee MYHHUIMIIATHLHOIO aBTOHOMHOTO 00IIe00pa3oBaTelbHOro yupexaeHus «CpemHss
mkona Ne 156 mmenu I'epos Coserckoro Coroza Epodeea I'.Il.» (mamee — VYupexnenue) K
HENPOAYKTUBHBIM MHTEepHET-pecypcam v KOHTPOJIS X AJIEKTPOHHON MEPENUCKH.

1.2. OcHOBOMONATAIOMUMH TPEOOBAHUSIMA K CUCTEME aHTHBHPYCHOW 3aIIUTHI Y UPEKICHHS
SBIISIOTCS:

— pelleHue 3a7auyd AHTUBUPYCHOM 3alllUThl JOJDKHO OCYIIECTBIATHCS B OOIIEM BUJE.
CpencTBo 3aluThl HE JIOJKHO OKa3blBaTh MPOTUBOAECHCTBHE KOHKPETHOMY BHUPYCY WM TpyIIe
BHUPYCOB, MPOTHUBOJCUCTBUE JOHKHO OKAa3bIBATHCS B IMPEANOJIOKEHHUSIX, YTO BHPYC MOXKET OBITh
3aHECEH Ha KOMIIBIOTEp U O BHpYyce (0 €ro CTPYKType (B YaCTHOCTU, CUTHATYpPE) M BO3MOXKHBIX
JeMCTBUAX ) HUUETO HE U3BECTHO;

— pElIeHHE 33Ja4l aHTUBUPYCHOM 3aIUThI JOJIKHO OCYILECTBIATHCS B PEAJIbHOM BPEMEHHU.

1.3. MepornpusTus, HarpaBJieHHbIE HA PELICHUE 3a/1a4 110 aHTUBUPYCHOM 3aluTe:

— YCTaHOBKa TOJIBKO JIMLIEH3UPOBAHHOTO MPOTrpaMMHOro obecriedyeHus jubo OecriiaTHOe
AHTUBUPYCHOE IMPOTrpaMMHOE oOecreyeHue, Uayliee B KOMIUIEKTE C MOJJIMHHON ONepalmoOHHON
CHCTEMOH,

— peryisipHoe OOHOBJIEHHE U €XeIHEBHbIe MPO(QUIAKTUYECKHE MPOBEPKU (KeIaTelbHO B
Hepabouee HOYHOE BpeMmsl);

— HENpPEPbIBHBIM KOHTPOJIb HAJ BCEMH BO3MOKHBIMU MyTAMU MPOHUKHOBEHHS BPEIOHOCHBIX
OporpaMM, MOHHUTOPUHI aHTHUBHPYCHOW O€30MaCHOCTM U OOHapyXeHHe JIeCTPYKTHBHOH
AaKTHBHOCTH BPEJOHOCHBIX Mporpamm Ha Bcex oobekTax UKC;

— ©XKEeJHEBHBIM aHaIM3, pAaHXXUPOBaHHE M MPEAOTBpAILlEHUE YIpo3 pacHpOCTpAHEHUS U
BO3/JCICTBUS BPEAOHOCHBIX IIPOrpaMM IIyTEM BBISBIECHHs ysA3BUMoOCTel ucnonbdyemoro B MKC
OTIEPAI[MOHHOTO MTPOrPaMMHOT0 00ECIIEYEHUS U CETEBBIX YCTPONCTB U YCTpaHEHUsI OOHAPYKEHHBIX
Ne(QeKTOB B COOTBETCTBUM C JAaHHBIMU IOCTAaBIIMKAa IMPOrpaMMHOTO OOecredeHuss U APYrux
CHEIHAIN3UPOBAHHBIX SKCIIEPTHBIX aHTUBUPYCHBIX CITYXkO.

— TMpOBeAEHHE NPOPHIAKTUYECKUX MEPONPUSITHNA MO MPEAOTBPAILIECHUI0O M OTPAHUYEHUIO
BUPYCHBIX OJOHUJAEMHUH, BKIIOYAIONIMX 3arpy3Ky U Ppa3BEpThIBAHUE CIIELMAIBHBIX IMPaBUI
HelTpanu3auuu (OTPaXEHHUI0, W3OJSIUM U JIMKBUAALMK) BPEJOHOCHBIX IMPOTrpaMM Ha OCHOBE
pPEKOMEH/AIMi 10 KOHTPOJIIO aTaK, MOJrOTaBIMBAEMBIX pPa3paOOTUYUKOM CPEJCTB 3alllUThl OT
BPEIOHOCHBIX MPOrpaMM M APYTUMHU CHELHMATU3UPOBAHHBIMU SKCIEPTHBIMU aHTUBHPYCHBIMHU
ciy:)x6amMM 10 TOro, Kak OyJnyT BBINYIICHBI (ailfibl UCIPaBICHUNA, MPU3HAKOB U AHTHUBHPYCHBIX
CUTHATYD.

— TMPOBEJIECHUE PETYJISAPHBIX IMPOBEPOK IEIOCTHOCTH KPUTHYECKH BAXKHBIX MPOTpamMMm U
naHHbIX. Hamnuwe numHux (ailioB M ClieIoB HECAaHKIMOHUPOBAHHOTO BHECEHHs] W3MEHEHMH
JOJIKHO OBITH 3apETUCTPUPOBAHO B )KYpHAJIE U PACcClIeIOBAHO;
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— BHCIIHUC HOCHUTCIINU I/IH(i)OpMaI_[I/H/I HCU3BCCTHOI'O MPOUCXOKACHUA CICAYCT MPOBCPATH HA
HAJINYUEC BUPYCOB 10 UX HUCIIOJIb30BAHMA,

- HCO6XO[[I/IMO CTPOro NpuacCpKUBATBCA YCTAHOBJICHHBLIX HNpOUCAYpP IIO YBCAOMIICHHUIO O
Clly4asix MOpPaKeHUSI aBTOMATH3HPOBAHHOI MH(OPMAIIMOHHON Cpeibl KOMIBIOTEPHBIMU BHPYCAMHU
W IPUHATHIO MCP IO JIMKBUJAIUU HOCJ’IeI[CTBI/If/'I OT UX NPOHUKHOBCHHUA,;

— cleqyeT UMeTh IUIaHbl obecriedueHus: Oecriepe0orHOM paboThl YupexaeHus s CIydaeB
BUPYCHOTO 3apa)KEHHsI, B TOM YHUCIIC IUTaHBI PE3EPBHOTO KOMMMPOBAHHs BCEX HEOOXOAUMBIX JaHHBIX
U TIPOTPAMM M UX BOCCTAHOBIJIEHUS. DTU MEPbl OCOOCHHO BaXKHBI JJISI CETEBBIX (hailyIOBBIX CEPBEPOB,
HO/JICPKUBAIOIIUX OOJIBIIOE KOJTMYECTBO PA0OUUX CTAHIIMH.

2. TexHosornyeckne HHCTPYKUMHU

2.1. B yupexxJaeHuN pyKOBOJAWUTEIEM Ha3HA4aeTCs JHI0, OTBETCTBEHHOE 332 aHTUBUPYCHYIO
3aMUTy, B JOHDKHOCTHYH) WHCTPYKIMIO JJII KOTOPOTO IPOMHCAHBI MOPSIOK JIEHCTBUS B TEPUOJ
BUPYCHBIX SMUACMHUMA, MOPAIOK JCHCTBHIA MPU BOZHUKHOBEHUH BHEUITATHBIX CUTYAIlU, CBSI3aHHBIX
C paboTOCIIOCOOHOCTBIO CPEJICTB AHTUBHUPYCHOM 3aIllMTHI, TMOPSAOK JEHCTBUN I yCTpaHCHHS
MOCJIEACTBUM 3apaKEHUI.

2.2. B YupexIeHuu MOXKET UCIOIb30BaThCS TOJIBKO JIMIICH3MOHHOEC aHTUBUPYCHOE
nmporpaMMHoOe obecriedeHre Tub0 CBOOOAHO-PACIIPOCTPaHsIEMOE IPOrpaMMHOE 0OecTieUeHHE.

2.3. O0s3aTeTbHOMY AaHTHBHPYCHOMY KOHTPOJTIO MOJICKHT JTF00ast HH(GOpMaIs (TEKCTOBBIC
daiiner M0O0BIX ¢GopmatoB, (ailibl JaHHBIX, HCIONHSAEMBbIC (aiiabl, IMMOYTOBBIC COOOIIECHHUS),
noJrydaeMasi M riepeaBaeMasi 1o TeJICKOMMYHUKAIIMOHHBIM KaHAIaM CBSI3H, a TaKKe WH(OpMAIUS,
HAXOMAIIasCd Ha CBEMHBIX HOCHTEISX (MarHUTHBIX [OucKax, JjeHrax, CD-ROM, DVD, flash-
HakonuTensix W T.1.). KoHTpons wucxonsmeid uHQoOpManuu HEOOXOAMMO IPOBOIUTH
HEMOCPEJICTBEHHO Mepel] apXUBUPOBAHUEM M OTIPABKOM (3aMUCHI0 HA CHbEMHBII HOCUTED).

2.4. Qaiinpl, MOMENIaeMble B O3JEKTPOHHBIM apXWB, JOJKHBI B O0SM3aTENFHOM ITOPSIKE
MPOXOIUTH AHTUBUPYCHBIN KOHTPOJIb.

3. TpeboBaHusl K NPOBEICHNI0 MEPONPUATHI 110 AHTUBHPYCHOM 3a1UTe

3.1. B nauane pabGoTbl MpH 3arpy3ke KOMIbIOTEpa B aBTOMATUYECKOM DPEKUME JOJKHO
BBITNOJIHATHCS OOHOBJIEHUE aHTUBUPYCHBIX 0a3 U CEpBEPOB.

3.2. [lepuoanyeckrie MPOBEPKU 3JIEKTPOHHBIX APXHMBOB JIOJDKHBI HPOBOJIUTHCA HE pexe
OJTHOTO pa3a B HEJENI0, JAHHBbIE, PACHOJOXKEHHbIE Ha PA0OYMX CTAHLUAX I0JIb30BaTENEH —
€XKEJIHEBHO, B HOYHOE BPEMs 10 PACIIUCAHMIO.

3.3. BaeouepenHoli aHTHBHPYCHBIH KOHTPOJbh BCEX JAWCKOB W (DailJIoB IMEPCOHAIBLHOTO
KOMIIBIOTEpA JTOJIKEH BBIITOJIHATHCS:

3.3.1. HemocpencTBeHHO IOCIe YCTAaHOBKH (M3MEHEHHS) MPOTPAMMHOTO OOECTICYCHUS
KOMITbIOTEpa JTOJDKHA OBITH BBINOJHEHAa aHTUBHMPYCHAs MPOBEpPKAa Ha cepBepax U MEpCOHATBHBIX
KOMIIBIOTEpaX yUpeKICHUSI.

3.3.2.  Ilpu BO3HUKHOBEHHMHU MOJ03PEHHSI HA HAJTMUUE KOMIIBIOTEPHOTO BUpYca (HETUITNYHAS
paboTa mporpaMM, MOsiBIeHHE TIpad@UUEeCKUX U 3BYKOBBIX 3(PQeKToB, HCKaXKEHUH JaHHBIX,
npomnajaHue (HaiioB, yacToe MosiBIIEHNE COOOIIEHUH O CUCTEMHBIX OIIMOKAX U T.II.).

3.3.3. Ilpum ornpaBke W MOIYYCHHUU DIIEKTPOHHOH TOYTHI OMEPATOP SJICKTPOHHOW ITOYTHI
00s13aH POBEPUTH ANEKTPOHHBIE MHCbMA M UX BJIOKEHHS HA HAJMYUE BUPYCOB.

3.4. B cinywyae oOHapyXeHHsS 3apaK€HHBIX BUpycamu (GailJIoOB WIH DIIEKTPOHHBIX IHCEM
MOJIb30BATENN 00S3aHBI:

— MPHUOCTAHOBUTH PabOTY;
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— HEMEIUICHHO IIOCTaBUTh B HM3BECTHOCTh O (pakTe OOHAPYKEHHUS 3apaKEHHBIX BHPYCOM
(aiiioB OTBETCTBEHHOI'0 3a O0OECIeYeHHE AaHTHBUPYCHOW 3alMTHI ( B CIlydyae €ro OTCYTCTBUS —
JUpeKTopa) YUpeKIeHus;

— COBMECTHO C BIAJENbLEM 3apaXECHHBIX BHUPYcOM (aiijloB IPOBECTH aHAIU3
HE0OXOMMOCTHU JAJIbHEHIIIET0 X UCII0Ib30BaHMSI;

— MPOBECTH JICUYCHHE I YHUUTOKEHHUE 3apayKeHHBIX (DailioB.

4. OTBEeTCTBEHHOCTH

4.1. OTBETCTBEHHOCTh 32 OPraHM3aldI0 AHTUBUPYCHOM  3alIMTBhl  BO3JIaraeTcss Ha
PYKOBOJUTENS YUpPEKIACHUS WIH JIUL0, UM Ha3HAuYEHHOE.

4.2. OTBETCTBEHHOCTh 3a TPOBEJICHHE MEPONPUATHI AHTUBUPYCHOTO KOHTPOJIS B
VYupexxaeHun BoO3jaraeTcs Ha OTBETCTBEHHOIO 3a oOO0ecledeHHe aHTUBUPYCHOM 3allUTHI,
coOmonenne TpeboBaHuid Hactosmied MHCTpyKmuu npu paboTe Ha MEPCOHATBHBIX PadOUHX
CTaHLUAX BO3JIAraeTcs Ha IOJIb30BaTeIed JaHHBIX CTAHIMKA WIIM IIelarora, OTBEYaroLIero 3a padory
KOMIIBIOTEPHOI'O KJlacca.

4.3. Ilepyoauyeckrii KOHTPOJIb 32 COCTOSTHUEM AaHTHUBHPYCHOW 3allUThl B YUPEKICHUU
OCYILIECTBJISIETCS OTBETCTBEHHBIM JIMLIOM M (QUKCUpyeTcsi AKTOM IpoBepku (He pexe 1 pa3 B
KBapTan).
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