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NUH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIUXCS 1JI51 PASMEILEHHUS
HA O®PUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxJ1pIM TOJIOM MOJIOAECKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOIBHUKHI
OJJHMU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeMm, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEW, HHTEPHET HECET U MPOOJIEMBbL. JTa MaMsATKa
JIOJDKHA TOMOYh TeOe 0€3011acHO HaXOIUThCS B CETH.

KoMmnbroTepHblie BUPYChI

KoMIIbIOTEpHBINE BHPYC - 3TO PA3HOBUIHOCTH KOMIIBIOTEPHBIX MPOIPAMM,
OTIMYUTENBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nmonosiHeHHE K 3TOMy, BUPYChl MOTYT MOBPEIUTDH WM MOJHOCTHE) YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TI0JIb30BATEN0, OT UMEHU KOTOPOTo ObLIa
3allyllleHa 3apakeHHas MpOrpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUUTOKUTh
OIEPaIIOHHYI0 CUCTEMY CO BceMH (paiiilaMu B LI€JoM. B OOJbIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. Ucnonb3yit COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEJOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycTaHaBnuBail mnauth (UU@pOBBIE 3aIUIaTKH, KOTOpPbBIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMmbl) U ApPyrHe
OOHOBJIEHUS CBOEH ONepalMoOHHON cucTeMbl. CkaunBai UX TOJIBKO C OUIIMATBLHOTO
caifra pa3pabotunka OC. Ecnu cyiecTByer pexxuM aBTOMaTHUYe€CKOro OOHOBJICHUS,
BKJIIOYH €r0;

3. Pabotaii Ha CcBOeM KOMIBIOTEpE TMOJI MpaBamMu TOJIH30BATEINS, a HE
aIMUHUCTpAaTOpa. OTO HE IMO3BOJUT OOJBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Wcnone3yld aHTUBHPYCHBIC IPOTPAMMHBIE TIPOIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHENITHUE HOCUTENTN MH(POPMAIIUU, TaKWE KaK (DIIerKa, TUCK Wi
¢aiin u3 uHTEpPHETA, TOJIHKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He OTKpbIBali KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (ailybl, KOTOpbIEe MPUCIaT TBOM 3HaAKOMBIH. Jlyyle yTouHu
y HET0, OTIPABJISUI JIU OH TeOe uX.
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Cern WI-FI

Wi-Fi - 3TO He BUJ nepeaauu JaHHBIX, HE TEXHOJOTHUS, a BCETO JUIIb OpeH,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeHI
"WECA", uro o6o3Havyasio cnoBocouetanue "Wireless Fidelity", xoTopsiii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Hamero BpeMeHu Joliia Ipyras abopeBuaTtypa, KOTopasi sSIBIsI€TCS TaKou
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO NIaHO C
HaMEKOM Ha CTaHJapT Bbicliel 3BykoBoi TexHuku Hi-Fi, yTo B nepeBoje o3Havaer
"BBICOKAsi TOYHOCTB .

Jla, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX M adpornopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YUTO
obmenoctynusie Wi-Fi cetn He sBIISIIOTCS 0€301MacHBIMU.

CogeTbl 10 0€30MacCHOCTH pabOTHI B 00IIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro JuuHyo uHGOpMaIKiO yepe3 odienoctynHbie Wi-Fi
cetu. PaboTas B HUX, JKeJIaT€JIbHO HE BBOJAUTH MapOJIv JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yil u OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0s1 OT 3aKaYyKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pyskiuio "O06mmii noctyn K daitnam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIH30BaTENIM AKTUBUPYIOT €€ JJIsl YJI00CTBA UCIIOIB30BaHUs B pad0Te Uiu yueoe;

4. He wucnonp3yét nyOomumuasii WI-FI gns mepemaum JOUYHBIX JaHHBIX,
HanpuMep JJIsl BBIXOJIA B COLIUANIBHBIE CETH WJIHA B JIEKTPOHHYIO MOYTY;

5. Wcnonp3y#t Toapko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoO6mibHOoM Tenedone otkimoun QyHkuuio "llogkmouenue k Wi-Fi
aBromatuuecku". He nmomyckaili aBTOMaTW4yecKOro IOAKIIOYEHUS YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero cormiacus.

CounnajbHble ceTH

CoumayibHbIE CETH aKTUBHO BXOJIST B HAIIly )KU3Hb, MHOTHE JIFOAU pabOTaIOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MuLUIAap]] 4eIOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIeH IUIaHeThl. MHOTHE IOJIb30BATESIIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMH B COIMAIBHBIX CETSIX, MOXET
OBbITh HalJIeHA W HCIOJb30BaHA KEM YIrOJHO, B TOM 4YHCJE HE 0053aTeNbHO C
0JIaruMy HaMEpEHHUSIMHU.
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OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpannyb CUCOK JApy3ed. Y TeOs B APY3bAX HE TOJDKHO OBITH CIIy4alHBIX U
HE3HAKOMBIX JIFOJICH;
2. 3amuniail cBOIO 4acTHYIO ku3Hb. He yka3biBail mapounu, TenedoHsl, aapeca,
JlaTy TBOETO POKIAEHUS U JPYTYIO JUUHYI0 HHPOPMALUIO. 37I0YMBIIIICHHUKH
MOTYT HCIIOJIb30BATh Ja)ke MH(POPMALIMIO O TOM, KaK Thl U TBOU POJUTENN
IUTAHUPYETE IPOBECTH KaHUKYJIBL,

3. 3amuiiaii CBOIO pemyTaIuio - IepKH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XO0Tesn Obl Thl, YTOOBI ApPyTrHWE€ MOJIb30BATENM BHJEIM, YTO Thl 3arpykaeuib?
[Tomgymaii, mpesJie 4emM 4TO-TO OIMyOJUKOBATh, HAMIMCATDh U 3arPy3UTh;

4. Ecnu TBl TOBOPHUIIB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOIb3YH CBOE
peanbHOE UM U IPYTyI0 JUYHYIO0 MH(DOpPMALUU: UMsI, MECTO >KHTEJIbCTBA, MECTO
y4eObl U Ipoyee;

5. N36erait pazmemenust gororpaduii B IHTEpHETE, T/Ie ThI U300paKeH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTPECITUTh TBOE MECTOTIOJIOKCHHE;

6. [Ipu perucrpaiiuu B COIMAIbHON CETH HEOOXOAMMO UCTIOIb30BaTh CJI0KHbBIE
NapoJiv, COCTOSUIME U3 OYKB U U U C KOJMYECTBOM 3HAKOB HE MEHeeE §;

7. JI7ig conuanbHOM CEeTH, IOUYTHI U JPYTUX CAUTOB HEOOXOIMMO UCIIOJIb30BATh
pasHble napou. Toraa eciau Te0s B3IOMaloT, TO 3JI0YMBIIUIEHHUKHY MOTYy4YaT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIOOHBIM CHOCOO TIUIATEXEH, OTHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TH JCHBTH.

QHCKTPOHHBIG JCHBI'H ITIOABHJINCH COBCEM HCIABHO M MMCHHO H3-3a4 3TOI'O BO
MHOTHUX IroCyaapCTBax A0 CUX IMOP HC ITPOIIUCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTMCAHO B 3aKOHE, T/I€ UX
pasnensoT Ha HECKOJIbKO BHUOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3perniacTcs MPOBOIAUTH OIeparuu 0e3
UJCHTU(UKAIINY TTOJIH30BATEISI, @ B HCAHOHMMHBIX WICHTU(DHUKAIINS TI0JIb30BaTEIIS
SBJIIETCS 00SA3aTEIBLHOM.

Taxke cremyer pa3nauuaTh dSJEKTPOHHBIE (UATHBIE JACHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHOM paboTe C ANMEKTPOHHBIMU JCHbraMU:

1. IlpuBsbxu K cyeTy MOOMIIBHBIN TenedoH. To caMblii YAOOHBIA U OBICTPHIiA
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Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHbli TenedoH MOMOXKET, €CIH
3a0yjelib CBOM IJIATEXKHBIA Mapoib WM 3aiijielllb Ha CalT C HE3HAKOMOTo
YCTPOMCTBA;

2. Hcnone3yin onmHopa3oBble maponu. llocme mnepexona Ha yCHUIICHHYHO
aBTOpHU3aIMio Tebe yke He OyAeT YrpoKaTh OMACHOCTh Kpaku WM IepexBaTa
IJIaTEXKHOTO MApOJIs;

3. BoiOepu cinoxHblii mapoiib. IIpectynmHukam Oyner HE MpPOCTO yrajaaTh
CJIOKHBIM Mapoiib. HaxexHple maposm - 3T0 Maposu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U MTPOMUCHBIE OYKBBI, HUPPHI U HECKOIBKO
CHUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (yHTa, BOCKIMLATEIbHBIA 3HAK U T.IIL
Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTaX, KOTOPBIM HE IOBEPSCIIIb.
DJIEKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHMSI U MPEIOCTABISIEMBIE €0 YCIyTH I10
NEPECHUIKE U MOIYYCHUIO AIEKTPOHHBIX COOOIEHUH, KOTOPBIE PaCIpeEsIOTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM MOYTOBBIA SAIIUK BBITJISIAUT
CJIEIyIOIMM 00pa3oM: UMsI_TOJIb30BaATENA(@HUMS_JTIoMeHa. Takxke Kpome nepenadn
MIPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh MIEpeiaBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30IaCHOM PadOTE C PIECKTPOHHON MOYTOM:
1. Hamo BeIOpaTh MpaBMIIbHBIN MTOYTOBLIN cepBHC. B MHTEpHETE €CTh OTPOMHBIIMA
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE JOBEPSITH TEM, KOTO
3HAEIIb U KTO NEPBBIM B PEUTHHIE;

2. He yka3piBaii B TU4HOMN mo4Te JUyHYyr0 uHbopmaruio. Hampumep, mydine
BBIOpATh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. Ucnonb3yii ABYXATAMHYI0 aBTOPU3ALMIO. DTO KOT1a IOMUMO NapoJisl HY>KHO
BBOJUTH KOJ, MpUChUIaeMblii M0 SMS;

4. BeiObepu Cl0XKHBIN Maposib. s KaK10ro MO4YTOBOTO SIIIUKA JOJDKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIM K B3JIOMY I1apOJIb;

5. Ecinm ectb BO3MOXHOCTH HAIlMCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Mcnonb3yi HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBblii /1711 4aCTHOM EPENUCKU
C ajapecaTaMH, KOTOPBIM Tbl JOBEpSCIIb. DTO SJICKTPOHHBIM aJpec HE HaAo
MCIIOJIB30BaTh MIPU PETUCTpalK Ha (hopymMax M cailTax;

7. He oTkpeiBail ¢aiinbl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIM OHU
IPUILUIM OT TBOMX Jpy3eil. Jlydine yTouHM y HUX, OTIPaBISUIM JU OHU TeOE ITH
Gbaiisr;
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8. I[Tocie okoHUaHMs PaOOTHI HA TOYTOBOM CEPBUCE TIEPE]T 3aKPHITHEM BKIJIAIKH
C caiToM He 3a0y/ib HaXKaTh Ha "BeriiTu".

Kn0epOyajimHr uim BUPTYaJbHOE U3/1€BATEJILCTBO

KubepOymauar -  mpeciefoBaHWe  COOOIMIEHUSMH,  COJEPIKAIIUMH
OCKOpOJIeHUs, arpeccuro, 3aITyTUBaHNE; XYJIUTAHCTBO; coIpaIbHOE
OOHKOTHUPOBAHUE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 0OpHOE ¢ KHOSPOYIIITMHTOM:

1. He 6pocaiics B 60il. JIyummii crmoco6: mOCOBETOBATHCS Kak ce0sl BECTH W,
€CJIM HET TOro, K KOMYy MOKHO OOpaTHThCS, TO BHa4alle YCIOKOUThCA. Eciu Thi
HAaYHEIIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHHS, TO TOJIBKO €Ile OoJIbiie
Pa3oXKeIb KOH(IIHUKT;

2. Yupapisi cBoell kubeppenyTauuei;

3. AHOHUMHOCTB B ceTu MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
34 AaHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJWTraHCKUWA 0Opa3 BUPTyaJbHOW >XU3HU. MHTEepHer
(GuKcUpyeT BCe TBOM JEWUCTBHS W COXpAHSIET UX. YJAIUTh UX OyJeT KpaiiHe
3aTPYIHUTEIBHO;

5. Cobnronail CBOIO BUPTYAJbHYIO YECTh CMOJIOAY;

6. UrHopupyit enuHWYHBIM HeratuB. OIHOpa30BBIE OCKOPOHWTEIHHBIC
COOOIIIEHHUsI TydIlle ITHOpHUPOBaTh. OOBIYHO arpeccus MpeKpaniacTcss Ha HadaabHOU
CTaJIuU;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIECHUH C
OTIPEJICTICHHBIX a/IPECOB;

8. Ecnu b1 cBuaerens kubepOyinuura. TBou neMCTBUS: BHICTYNUTh MPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKass IMOMOIIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHnHble cMapT(HOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJHE B3POCIIbII
GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAaIllMOHAPHBIMHU
KoMIibtoTepamMu. OHAKO, CPEACTB 3AIUTHI JIs1 MOJOOHBIX YCTPOMUCTB MIOKA OYEHB
MaJio. TecTupOBaHUE U MTOUCK YSA3BUMOCTEN B HUX IPOUCXOAUT HE TAK UHTEHCHUBHO,
kak s [1K, o ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.
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CoBpeMeHHbIE MOOMIIBbHBIE Opay3ephl yKe MPAKTHIECKH TOTHAIA HACTOJIbHBIC
aHaJIOTH, OJIHAKO paclMpeHue ¢GyHKIMOHANa BIEYET 3a CO000W OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIHUIIIEHHOCTD.

Jlaneko He Bce MPOM3BOJUTENM BBIMYCKAIOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBisieTcss mo-HacTosieMy OecrulaTHbIM. Byab ocTopokeH, Bedb
Korja Tede mpeayaratoT OecrjaTHbIi KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCITYTH;

Hywmaii, mpexie uem otnpaButb SMS, ¢hoTo miu Bu1€0. Thl TOUHO 3HACIID, TIE
OHM OYyJTyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii mpunoxeHusi OT HEU3BECTHOTO HWCTOYHHMKA, BEIb OHHU MOTYT
coJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

[Tocne Toro xak Thl BBIAJEIIL C CalTa, TJie BBOAWI JIMUHYIO WH(OPMAIHUIO,
3aiii B HACTPOIKK Opay3epa U yaanu cookies;

[Tepuoanyecku npoBepsid, KaKUe IUIATHBIE YCIYTW aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TenedoHa TOJBKO JIOJSAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomxeH OBITh BBIKJIIOYEH, KOT/a Thl UM He Moib3yemibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsbi

CoBpeMEeHHbIE OHJIAH-UTPHI - 3TO KPACOUYHBIE, 3aXBaTHIBAOIINE PA3BICUCHUS,
O0OBEAUHSIONINE COTHU THICSY YENIOBEK 10 BceMy MUpY. UTrpoku HcClieTy 0T JaHHBIH
UM MU, OOLIAIOTCA APYT C IPYTOM, BBIIOIHSIOT 33JJaHusl, CPAXKAIOTCA C MOHCTpaMu
Y TMOJIy4aroT OMBIT. 3a YIOBOJBCTBHE OHU IUIATST: MOKYHAKOT AUCK, OTUIAYUBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKHE-TO OMIIUH.

Bce atu cpeacTBa uayT Ha MojepKaAHUE U PA3BUTHUE UTPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIlMH, BBIMTYCKAKOTCS HOBBIE
naTyu (Lu@poBbIe 3aMIaTKU ISl MPOTPaMM), 3aKPbIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIIACAThCA HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO
KpaXu TBOCTO IMapoJisidi, HAa KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3AIUN OOJIBLIIMHCTBA
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urp.
OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr'0 aKKayHTA:

1. Ecniu npyroit urpok BeneT ceOs MIOXO0 WM CO3/1aeT Tebe HEmpUsITHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB,;

2. HO}KaHYﬁCH AIMUHUCTPATOPAM HUI'PBI Ha IINIOXOC IMMOBCACHHUC 3TOI'O UI'POKA,
JKCJIATCIIbHO IMPHUIIOKUTb KaKUC-TO JOKA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yka3piBaiil 1nuHy0 HHGOpMAIUIO B TIpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TaTYU U MOJIBI;

6. Mcnosnb3yil CIOXKHBIE U pa3HbIE MTapOJIH;

7. I[ame BO BPEM:A UI'PBI HC CTOUT OTKIIIOYATh aHTHUBHPYC. IIoka TbI urpacuib,
TBOU KOMIIBIOTCP MOI'YT 3apa3uTh.
OUINUHT WIH Kpa’ka JMIHbIX JaHHbIX

OOBIYHOI KpaXkell IeHEeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yAUBUIIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKHA IEPEMECTWINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA "MIOOMMBIM" JIEIOM.

Tax mnosiBUiIach HoOBas yrpos3a: HMHTEPHET-MOIIEHHUWYECTBA WM (DUILIMHT,
rJlaBHas LEeJdb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PUACHIHAIBbHBIX JaHHBIX
M0JIb30BATENEH - TOTMHOB U naposieid. Ha anrnuiickom si3bike phishing yntaercs kak
¢umuHr (ot fishing - priOHast 1oBJIA, password - Maposib).

OcHOBHBIE COBETHI IO 00PHOE € (GUITUHTOM:

1. Cnenu 3a cBOMM aKkayHTOM. Eciiu Thl IO/103peBacIilb, YTO TBOSI aHKETA ObLIa
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOONIUTH aJMUHHUCTPATOpPaM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yii 6e3omacHbie BeO-CaliThl, B TOM YHUCJIE, HHTEPHET-MarasuHoOB U
TIOUCKOBBIX CHCTEM;

3. Ucnonb3yil cliokHbIEe W pa3Hble Tapojud. TakuM o0pa3om, eciiu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUJICHHUKHA TIOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu Te0st B3J10MaJIM, TO HEOOXOIUMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€OS B APY3biX, O TOM, UTO T€Os B3JIOMAJU U, BO3MOXKHO, OT
TBOET0 UMEHM OYJIET pacChlIaThCs CaM U CChUIKU HA (PUILIMHIOBBIE CAMTHI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOuIbHBIN TenedoH;
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6. OTKIIIOUN cCoOXpaHeHWe apoJsi B Opaysepe;

7. He oTkpeiBail ¢aiiipl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIM OHU
IOPUILIA OT TBOMX Apy3ell. Jlydille yTouHH y HUX, OTIPABISIIM JIM OHH TeOE 3TH
(haitbl.

Mudposas penyranus

[Mu¢posast penyTanus - 3T0 HETaTUBHAS WM NTO3UTUBHAS UH(POpPMALUS B CETH
o tebe. Komnpomerupyromas uHpopManus, pasMeIIeHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3uThcsl Ha TBOeW peanbHOU ku3HU. "Lludposas
penytanus" - 3TO TBOM UMUK, KOTOPBIM (hopmupyerca u3 uHdpopmanuu o Tede B
UHTEPHETE.

TBoe MecTo KHUTCJIBCTBA, y‘I€6BI, TBOC (bHHaHCOBOG ITOJIOXKCHHUC, O0COOCHHOCTH
XapaKTepa U pacCKa3kbl O OJM3KHUX - BCE 9TO HAKAIJINBAECTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICIICHHO OTHOCATCS K MYOJMKalUU JTUYHOU
uHdopmaiuu B VIHTEepHETE, HE MMOHKMMAsT BO3MOXKHBIX TociencTBuil. Thl qaxe He
CMOJKEIIIb JOTaaThCs 0 TOM, 4To (pororpadus, pa3MellleHHas 5 JIeT Ha3ald, craja
MPUYUHON OTKAa3a MPUHATH T€Os Ha paldoTy.

KommenTtapuu, pazmenienue TBoux ¢hoTtorpaduii u pyrue A1ecTBUS MOTYT HE
MCUYE3HYTh JJAXkKE MOCIIE TOT0, KaK Thl X YAAIHIb. Thl HE 3HACIIIb, KTO COXPAHUII 3TY
uH(dOpMaIuIo, Tomaia M OHAa B MOUCKOBBIE CUCTEMbI U COXPAHHWJIACh JIM OHA, a
IJIaBHOE: YTO MOJYMAIOT O TeOe OKPY’KaIOIIUEe JIFOAH, KOTOPhIE HAMIYT U yBUIAT
sT0. Haiitn uH(pOpMannio MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 J0OpBIX
NMOOYKJICHUM, TaK M C HAMEPEHUEM MIPUUYUHUTD BPeJl. ITO MOKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOH peITyTaIUK:

1. ITogymaii, mpex e yeM 4To-To MyOJMKOBaTh U MepeaBath y ceds B Ojore
WA B COIMAJILHOM CETH;

2. B Hactpoiikax mipoduiis yCTaHOBH OrpaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPAKUMOTro, cliesiail ero ToJabKo "1 Apy3eit”;

3. He pa3meniail u He ykasblBail HH(QOpMAIMIO, KOTOPAsI MOXKET KOTO-TM00
OCKOPOJISTH WJIH OOMXKATh.
ABTOpCKOE NPaBo

CoBpeMeHHbIE NIKOJbHUKH - AaKTUBHBIE TIOJIb30BaTeNd  HU(PPOBOTO
npoctpancTBa. OgHAKO JajleKko HE BCE 3HAIOT, YTO IMOJH30BAHWE MHOTHUMU
BO3MOXHOCTSIMH  Iu(ppoBoro  Mupa  TpebyeT coOmoneHuss TpaB  Ha
WHTEJUICKTYJIbHYI0 COOCTBEHHOCTb.

TepmuHn "UHTEIUIEKTyaslbHast COOCTBEHHOCTBH' OTHOCUTCS K Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HA4YMHAS C HOBBIX HM300pETCHUI W 3HAKOB,
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0003HavaloMUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KHUHOQUIbMAaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE MpaBa - 3TO MpPaBa HA HMHTEIUIEKTyaJlbHYH0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKUE IIPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJIbHBIN/TBOPUECKUM TpyJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJMBbIE BO3MOXHOCTU 3apaboTaTh Ha
pe3ynbTarax CBOEro TpyZda, HOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAWTH €r0  IPOU3BEACHHE,
pacnpoCTpaHsATh, MyOJIWYHO JEMOHCTPUPOBaTh, IPOJABaTh, HMIIOPTUPOBATD,
ycKaTb B IPOKaT, MyOJIMYHO HCIONHSTH, [TOKA3bIBATH/UCIIONHATE B d3upe miu
pasmemats B MHTEpHETE.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOIO 00eCeYeHNs MOXKET IPUBECTH
K MHOTMM pUCKaM: OT IIOTE€PH JIaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKU TBOETO
yCTpOICTBa, TJI€ yCTAHOBJIEHA HelsleranbHas nporpamma. He crout Takxke 3a0bIBaTh,
YTO CYLIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE TPOrPaMMBbl, KOTOPhIE MOKHO HAaWTH B
CETH.

O nopraJe

CeteBUUOK.p( - TBOM IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTU B CETH TMOHSTHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUU
KPUTUYECKON CHUTyalluu OOpaTHTHCS 3a COBETOM. A Take MPUHATH ydyacTue B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IpaskIaHUHOM !



